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WHAT IS
ENCRYPTION?
Encryption is a method of transforming
information or communication
mathematically so that it seems
meaningless, but can still be stored to
its original form by a person or device
that possesses the right secret key.
It only limits who can access the
information because without the right
secret key, it should be impossible to
reverse the encryption and recover the
original information.

THINGS YOU SHOULD KNOW
BEFORE YOU START USING
ENCRYPTION
1. Your private key is extremely sensitive.
Anyone who managed to obtain a copy of this
key would be able to read encrypted content
that was meant only for you.
2. Your private key is, itself, encrypted to a
passphrase that you will choose when
generating your key pair.
3. You will use your private key to decrypt
messages sent to you by those who have a
copy of your public key.
4. Your public key is meant to be shared with
others and can not be used to read an
encrypted message or fake a signed one.
5. Once you have a correspondent’s public
key, you can begin sending encrypted
messages.

HOW DOES ENCRYPTION
WORK?
You can create a public/private key pair with it,
protect the private key with a password, and use
it and your public key to sign and encrypt text. It
will also let you download other people's public
keys, and upload your public keys to “public key
servers,” which are repositories where other
people can find your key.

BEGIN TO SECURE YOUR EMAIL:
YOUR TOOLS FOR EMAIL
ENCRYPTION
GPG Tools Suite for Mac OS X
Thunderbird with Enigmail complete email
client with PGP encryption added for
GNU/Linux, Microsoft Windows and Mac
OS X.
Mailpile an upcoming, OpenPGPcompatible mail client for GNU/Linux,
Microsoft Windows and Mac OS X
GPG4Win PGP email and files encryption
tools suite for Microsoft Windows
gpg4usb standalone, portable PGP tool for
GNU/Linux and Microsoft Windows

WHAT WILL YOU GET FROM THE
TOOLS?
(1) The ability to send and receive end-toend encrypt email that can not be read by
third parties
(2) The ability to sign your email digitally
and authenticate signed email from others

ADVANTAGES OF USING
ENCRYPTION
It allows you to protect securely the sensitive
information that you don't want anyone else to
have access to.
Encryption is used to protect sensitive data,
including personal information for individuals.
It therefore ensures anonymity and privacy,
reducing opportunities for surveillance by both
criminals and government agencies.
Data is most vulnerable to attack when being
moved from one place to another, therefore
encryption ensures protection during this
process.
Mobile devices are a big part of our lives, and
we often own several. Encryption technology
can help protect data and sensitive information
across all devices, whether being stored or
even during transfer.

"You should keep your private key
stored somewhere safe, and
protected with a long password. You
can give your public key to anyone
you want to communicate with you, or
who wants to learn whether a message
truly came from you."
See more at securityinabox.org
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