THINGS YOU SHOULD
KNOW ABOUT

PRIVACY

"Arguing that you don't care about the
right to privacy because you have nothing
to hide is no different than saying you
don't care about free speech because you
have nothing to say. When you say, ‘I have
nothing to hide,’ you’re saying, ‘I don’t
care about this right.’ You’re saying, ‘I
don’t have this right, because I’ve got to
the point where I have to justify it.’ The
way rights work is, the government has to
justify its intrusion into your rights."

"IF YOU HAVE NOTHING TO HIDE, YOU HAVE
NOTHING TO FEAR."
Sounds logical enough, right? But did you know that this exact argument is
used by governments to snoop on you and intrude on your rights?
When governments (and powerful corporations) say this, what they are trying
to do is to get you to give up your and everyone else’s right to privacy, just
because you do not currently feel the consequences of its absence.

Edward Snowden

PRIVACY? WHAT’S THAT?
The most common definition used for the right to privacy is “the
right to be left alone” but it’s so much more than that. The right to
privacy (which is a universal human right!) also means that:

SOME PRELIMINARY STEPS TO
PROTECT YOUR PRIVACY:
Use secure online communications. End-to-end encryption protects your
private communications from surveillance or interception by external parties.
Signal is an instant messaging application that offers this kind of protection.
Meanwhile, Protonmail provides free email encryption as a default service.

1.You should have full ownership and control of your personal
data – you should know who holds it, how they use it, and what
decisions affecting your life are made based on them, and you
should be able to say NO to use of your personal information
without your consent.

Be mindful of your digital footprint. Many websites and services track your
online activities. A VPN or Virtual Private Network allows you to access online
content without fear of being tracked or identified. The Tor Browser anonymizes
web browsing by preventing other parties from learning what sites you visit,
preventing the sites you visit from learning your physical location, and allowing
you access to sites that may be blocked in your location.

2.Governments and private institutions should not be able to
freely access your private activities, communications, and
information through mass surveillance… or, in some cases, mass
surveillance under the guise of a measure for “national security”
like SIM card registration and digital identity systems.

Think before you click. It may sound like a cliché, but it’s true. Before you
publish that post on social media, make sure that your location is turned off.
Before you give in to the “What Kind of Bread Are You?” Facebook quiz, know
what personal information will you be forced to surrender.

3.You should be able to exercise other fundamental freedoms like
freedom of speech and freedom of religion without fear of being
targeted or discriminated against.
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